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HNPUMEHEHMUME D-BUS JUUIA YIIPABJIEHUA GNOME B OC AJIBT.
BOITPOCHI BE3OITACHOCTH

Annomayus:  Cmamvsi  nocesiuwjeHa  aHaiusy  NPUMEHEHUs.  MeXaHusmda
MedcnpoyeccHo2o gzaumooeticmsusi D-Bus ons ynpaenenus epaguueckoii cpeootl
GNOME 6 onepayuonnou cucmeme Anvbm. Paccmampusaiomcs 803MOACHOCHU
ynpaenenusi xomnonenmamu GNOME wuepes ceccuonunyro wuny D-Bus c
ucnoav3oeanuem uxncmpymenmos busctl, gsettings u dbus-monitor. Ocoboe
BHUMAaHUe YOeleHO B0npocam 6e30NacCHOCMU: AHATUSUPYIOMC CMAHOApmHble
NOAUMUKU ~ OOCMYNA  CECCUOHHOU  WUHbL,  GbIAGIAIOMCS  NOMEHYUAIbHbIe
VA3BUMOCMU (HECAHKYUOHUPOBAHHOE Yynpasienue, Spoofing cuenanos, DoS-amaxu,
Ymeyku uH@opmayuu) 8 MHO2ON0Ab308AMENbCKUX CYCHAPUSX U NPU UHMESPAYUU C
Alterator.  Ilpeonooicenvt  npakmuyeckue peKomMeHOayuu NO  NOBLIUEHUIO
bezonacnocmu nymém co30aHus KacmomHulx noaumuk. Mccinedosanue nposedero
Ha OC Anem Pabouas cmanyua 11.0, noomeepocoenvt eunomeszvi 00
agpghexmusnocmu D-Bus u HeoocmamoyHoti cmpo2ocmu cmasoapmusbix NOJUMUK.

Knroueswvie cnosa: D-Bus, GNOME, OC Anvm, medcnpoyeccroe s3aumooeticmsue,
CeCCUOHHAS WUHA, NOJUMUKU O€30NACHOCU, VA38UMOCMU O€30NaACHOCMU
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Annotation: The article is devoted to the analysis of the use of the D-Bus
interprocess communication mechanism for managing the GNOME graphical
environment in the Alt operating system. The possibilities of controlling GNOME
components through the session D-Bus are considered using tools such as busctl,
gsettings, and dbus-monitor. Particular attention is paid to security issues:
standard session bus access policies are analyzed, potential vulnerabilities
(unauthorized control, signal spoofing, DoS attacks, information leakage) in multi-
user scenarios and integration with Alterator are identified. Practical
recommendations for improving security by creating custom policies. The study
was conducted on Alt Workstation 11.0; the hypotheses about the effectiveness of
D-Bus and the insufficient strictness of standard policies were confirmed.
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BBenenue

B coBpemennbix auctpuOyTtuBax Linux Ha 0a3e rpaguueckux cpen
pabouero crona, Takux kak GNOME, kioueByl0 pojib UIpaeT MEXaHHU3M
MexrporieccHoro Bzaumoaeiicteus (IPC). B onepanmonnoit cucreme AJbT

(pa3paborka komnanuu BaseALT) GNOME sBisiercsi ocHOBHOW rpaduueckoit
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obonoukort B penakiusx PabGouas cranums u CepBep ¢ rpaduyeckum
unteppeiicom.  3mece  GNOME  wuHTerpupyercs ¢ MHCTPYMEHTaMU
aIMUHUCTpUpOBaHus, Bkimtodas LlenTp ympaBnenusi cuctemoit (Alterator na D-

Bus).

D-Bus Beictynaetr crangaprom ae-pakro mns [IPC B desktop-oxpyxkenusx
Linux, oOecneunBasi oOMeH cooOmeHussMu Mexay komrnoHeHtamu GNOME
(HacTpoiikaMu, YBEIOMJICHHSIMHU, pacHIMpEeHUsMH, ceccusimu). HcciaemnoBanus
paspaborunkoB freedesktop.org uw GNOME Foundation moaTBepxaaroT
s pexruBHOCT, D-Bus, HO BBIABISIOT pHUCKH 0€30MACHOCTH: CJIa0ble IMOJUTHKH
JOCTyla B CECCHUOHHOM WIMHE MOTYT MPUBECTH K HECAHKIMOHHUPOBAHHOMY

YIPaBJIECHAIO KOMIIOHEHTAMU, ICKAJIALIMY PpUBUIIErui uin DoS-aTakam.

D-Bus (Desktop Bus) mnpencraBisier co0oil cucteMy MeEXIPOLECCHON
kommyHukamuu (IPC), paspabotannyro B pamkax mpoekrta freedesktop.org. 3to
MEXaHWU3M, TO3BOJSIONINA TIPUIOKEHUSIM OOMEHHBATHCA COOOIICHHWSIMH B
HU3KO03aTPaTHOM M HHU3KO3aJep:kaHHOM pexkuMe. D-Bus cocTouT u3 HECKOIbKUX
cinoeB: 6ubnmuotexu s mpsimoro coeauneHus (libdbus), nemona (dbus-daemon),
KOTOpBI  ympaBisieT OOMEHOM COOOIIEHUAMM, U  cleuuPuKauuid s
untepdeiico. Cranmapt D-Bus omnpenenser ¢opmar cooOuieHuil, BKIrOYas
3arojIOBKM, THUMBI JaHHBIX W CHTHATYphl MeToA0B. OCHOBHBIE KOMITOHEHTBI
BKJIIOYAIOT CHUCTEMHYIO IIMHY (system bus) 1 ri1o0alnbHBIX CEpPBUCOB U
CEeCCHOHHYIO IIMHY (session bus) juis moib30BaTebcKuXx ceccuit. D-Bus mmpoko
UCTIONB3YETCSI B IECKTOMHBIX OKpYKeHUsAX, Takux kak GNOME, nist koopauHaum
MPOIIECCOB, YNPABICHUsI HacTpolikamu U yBegomiieHusiMu [2]. Cneuundukanusa D-
Bus noctynHa Ha odunuanbHOM caiiTe MpoeKTa, I/i€ OMUCAaHbl IPOTOKOJIbI, TUIIBI

cOOOIIEHNUI U MpaBuiIa Baauganuu [5].
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B OC Anpt D-Bus akTuBHO ucnionbp3yeTrcs B Alterator 11 B3aMOIeHCTBUS
ModyJie B Tpaduueckoir cpene. Hacrosimee wuccienoBaHue aHaJIU3UPYET
npumenenne D-Bus pgna  ympaBnenus GNOME B OC  AnbT, [getanbHO
paccMaTpuBaeT BOINPOCHI OE30MACHOCTH M TpejylaraeT peKoOMEHAAIud 110

MUHHMMU3AIUU PUCKOB HA OCHOBE MPAKTUYECKUX PUMEPOB.
O0bekT, mpeaMer U HeJIb

OOBeKT HCCIICAOBAHUA — MCXAaHHU3MbI MCKIIPOLCCCHOT'O BSaHMOHCﬁCTBHH B

rpaduuaeckoit cpene GNOME onepannonHo# cucTeMbl AJIBT.

[IpenMer wuccnenoBaHuss — npuMeHeHHe IMHBI D-Bus (ceccumoHHON u
cucteMHoM) nyist ynpasieHnust komrnoneHtamu GNOME, Bkitodyasi KOHQUTYpaluio

IMOJIUTHK OOCTYIIA U IIOTCHIHUAJIbHBIC YA3BUMOCTHU 0e301acHOCTH.

Lens wuccienoBaHuss — JAETaIbHO MPOAHAIU3UPOBATH BO3MOXXHOCTU H
npaktuky npuMeHeHust D-Bus qist ynpasienus GNOME B OC AnbT; BBISIBUTH U
KJIacCU(UIIUPOBATH YTPO3bl O€30MACHOCTH, CBS3aHHBIE C MOJUTHUKAMH JOCTyNa U
MEKIPOLIECCHBIM B3aUMOJICCTBUEM; MPEMJIOKNUTH ITPAKTUUECKUE PEKOMEHIAlNN
10 TIOBBIIICHHIO O€30ITaCHOCTH Ha OCHOBE AKCIIEPUMEHTATBHBIX TAHHBIX U3 CPEJIbI
OC AnbT; NOATBEPAUTH WU OMPOBEPTHYTH TMIIOTE3bl O PUCKAX B CTAHAAPTHOMU

KOH(UTypaIUu.
JlureparypHblii 0030p

D-Bus — cuctema MeXIpoIecCHOro oOIeHus, pa3paboTaHHasi B MPOEKTE
freedesktop.org. OHa BKJIIOYaET CUCTEMHYIO HIKMHY (System bus) nisi rioOanbHbIX

COOBITHI ¥ CECCHOHHYIO IUHY (Session bus) A Moibp30BaTEIbCKUX CECCUT.

B GNOME D-Bus ymnpasnsier Hactpoiikamu (org.gnome.desktop.interface),

yBenomieHusMu U pacimpenusmu. B OC Anst D-Bus unTerpuposan B Alterator,
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rac MOOyJin 0OMEHHBAIOTCS JaHHBIMH YCPC3 MIHUHY A I‘pa(i)I/I‘-IGCKOFO

AJIMUHUCTPHUPOBAHUSI.

Ananmu3 uccienoBanuii (cneuudukamus D-Bus, noxkymentanmus GNOME)

ITOKa3bIBACT YA3BUMOCTHU:

— Ilo ymon4aHwWio cecCMOHHAs IIMHA pa3pemaeTr mmmpokue mpasa (allow
own="", allow send destination=""), 4TO MO3BOJSIET mMpolleccaM OJHOIO
M0JIb30BATEIS BIUATH HA IPYTHUE B MHOTOIOJIb30BATEIBCKUX CIICHAPUSIX.

— W3Bectust CVE (Hanmpumep, cBszaHHbie ¢ spoofing curHaioB B GLib,
yTeukamu B gnome-remote-desktop, DoS uepe3 ucuepnanue FD).

— Tlonmutuku noctyna HactpauBatoTcs B ¢aitnax /ust/share/dbus-1/session.conf

u /etc/dbus-1/session.d/.

[ly6nukamuu mno wucnonb3oBanutio D-Bus gna ynpaenenus GNOME,
0COOEHHO B KOHTEKCTE O€30MMacCHOCTH, OXBATHIBAIOT BBEACHUE B MPOTOKOJ, €ro
MHTETrPALIO B JIECKTOITHBIE OKPY>KEHHS U MOTEHIMAIBHBIE YSI3BUMOCTU. B cTarhe
"Beenenue B D-BUS" na OpenNET noguepkuBaercs, uro D-Bus 3amensier 6onee
cnoxuble cucremsl Bpoge CORBA B GNOME, wunterpupysice ¢ HAL mna
yhnpaBieHUs 000pyJAOBaHHEM, U OOCYXKIAIOTCS acCMeKThl OE30MacCHOCTH 4epes
NOJIMTUKU J0CTyna B KOHuUrypauumoHHbIXx ¢ainax [3]. Crarbs "ToTanbHbIi
KOHTpOJIb ITPUIIOKEHUH ¢ cucteMor D-Bus" B xypHanie Xakep onuceiBaer, kak D-
Bus no3Bonsier ynpausate npuioxeHusmMua B GNOME u KDE uepe3 koMmaHabl
Bpojae dbus-send, HO TpeAyNpekIaeT O PUCKAX HEABTOPU30BAHHOIO JOCTYIMa U

HCO6XOI[I/IMOCTI/I aYTeHTH(bHKaHHH I IIPCAOTBPAIICHU A y5[3BHMOCTCI71 B CUCTEMAx
[4].

B konrtekcre unTerpamnuu ¢ systemd, myoaukarus "GNOME apantupoBan

st ynpasiienus udepe3 systemd" Ha OpenNET ormeuaer, yTto gnome-session
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ucrnonp3yer D-Bus nmns ympaBiieHHS CECCHSMH, YTO MOBBINIACT OE30MaCHOCTH
yepe3 sandboxing, Ho TpeOyer systemd myis monHo#M pyHkimoHansHocTu [5]. Ilo
BOIIpOcaM 0€30MacHOCTH, CTaThsid Ha Linux.org.ru o cemmietHem Oare B Polkit
(CVE-2021-3560) o0ObscHseT, Kak YA3BUMOCTh TIO3BOJISIET  ACKAJIAIIUIO
npuBmwieruid yepes3 D-Bus B GNOME, wucnones3ys dbus-send ana obxona
ayTeHTH(PUKAIMKA, YTO aKTyaIlbHO i AucTpuOyTBOB Bpojae Ubuntu wu
noteHuanbHo ALT [6]. Anamornmuno, Ha Anti-Malware.ru oOcyxmaaercs
ysi3BuMocTb B GNOME AccountsService (CVE-2021-3939), rae uepe3 D-Bus
MOKHO TMOJY4YuTh root-moctyn B Ubuntu, momyepkuBas HEOOXOIUMOCTh MaTyei

st Linux-cucrem [7].

Jiis ALT Linux, nyonukanus "OmyOnukoBaHa oJuHHaJUaTas miardopma
ALT" na OpenNET ynomunaer unterpamuio D-Bus B Alterator my1st cuicTeMHOTO
ynpasienus, Bkiaoyas GNOME 46, ¢ akuenTtom Ha 6e3onacHocth uepe3 MAC u
TLS B cepBucax [8]. B menoM, myOnukamuu noauyepkuBaloT moJjiesHocTh D-Bus
s ynpasieHuss GNOME B ALT, HO akUEHTHPYIOT BHUMaHHE Ha HACTPOMKE
HOJUTUK U OOHOBJICHUAX JJII MUHUMU3ALUN PUCKOB, C PEAKUMHU YIIOMUHAHUSIMU

HMHOCTPAHHBIX HCTOYHUKOB IJIA 0a30BBIX CHCHI/I(l)I/IKaHI/If/'I.
I'nnorte3bl HCCJICA0OBAHUA:

1. D-Bus saddextuBno ympasiasier GNOME B OC AnbT uepe3 WHCTPYMEHTHI
Bpoje dbus-send u gsettings.

2. CrangaptHble noguTukun ceccuoHHod muHBI B GNOME OC Ager
HEJI0CTaTOYHO CTPOTHUE, CO3/IaBasi PUCKH HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3. Kactomuble mnonutuku B /etc/dbus-1/session.d/ MO3BOJSAIOT OrpaHUYUTH

pucku 0e3 norepu PyHKIMOHAIBHOCTH.

MeToabl HCCJIeT0BAHUSA
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Tun wuccnenoBanus — MNPUKIAAHOE DKCIEPUMEHTAIBHOE, COYETAIOIIEe
aHaIM3  JIOKYMEHTallUM, KOH(QUTypalMOHHBIX (aljIoB U  IPaKTUYECKOE

TECTUPOBAHME KOMAaH] B peaJIbHOH cpe/ie.

XapakTepucTuka  BBIOODKM —  HCCIEAOBaHUE  NPOBOJWIOCH  Ha
onepannoHHoi cucteme AnbT Pabouas ctanius Bepcuu 11.0 (akTyanbHOM Ha Aaty
UCCIIeIOBaHUs) ¢ ycTaHOBJIeHHOM rpaduueckoit cpenoi GNOME no ymonuanuio.
TectupoBaHue BBIIOJIHSJIOCH B OJIMHOYHOM u UMHUTUPOBAHHOMN

MHOTOII0JIb30BaTEIBCKOM CECCUM (C HCCKOJIbKNMH HOHBSOB&TCHHMI/I).

Llens uccnenoBaHus (aeTanu3alus B KOHTEKCTE METOJZIOB): JOCTHUKEHUE
eI OCYLIECTBIAETCA Yepe3 IOCIEeNOBATENbHBIE JTalbl — OT aHaJln3a
crangaptHoit koHpurypanuu D-Bus 1 GNOME no tectupoBanusi ynpaBieHUs
KOMIIOHEHTaMH, BBISIBJICHUS YS3BUMOCTEW W TPUMEHEHUS MEp 3alluThl. IJTO
IIO3BOJISIET HE TOJIBKO OIMCaTh (GyHKIIMOHAIBHOCTb, HO 151

KOJIMYECTBEHHO/KaueCTBECHHO OOCHUTDL PHUCKH 0e301acCHOCTH.

MeToabl cOOpa JaHHBIX:

— Ananuz opunmanpHOM gokymeHtanuun OC Anbt (pa3gensl mo Alterator Ha
D-Bus u GNOME).

— Ocmotp KOH(UTypaLIHOHHBIX ¢aiinos D-Bus
(/usr/share/dbus-1/session.conf, /etc/dbus-1/session.d/).

— MHWcnonws3oBanue ytunut: busctl --user, dbus-send, gdbus, dbus-monitor s

MIPOCMOTpPA U B3aUMOJEHUCTBUS C IIIMHOM.
Onncanue npoueaypbl NPOBeAeHUS UCCJIETOBAHMS

1. VYcranoska u 3amyck OC Anbt Pabouas cranius ¢ GNOME.

2. 3anyck GNOME-ceccun, mpoBepka HaaWM4Msi CECCUOHHOM MMHBI (echo

$DBUS_SESSION BUS ADDRESS).
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3. IIpocmoTp akTUBHBIX CEpBUCOB: busctl --user tree.

4. TectupoBanue ynpasieHus: nsmMeHeHne Hactpoek GNOME uepes D-Bus
(gdbus call).

5. AnHanu3 cTaHIapTHHIX MOJUTHK: cat /ust/share/dbus-1/session.conf.

6. CuMmynsuusi yrpo3: TONBITKA OTHOPaBKUM  COOOIIEHUH OT  OJHOTO
MOJIB30BATEIISI K CEPBUCAM JIPYTrOro (B MHOTOIMOJIb30BATEIBCKOM PEKUME).

7. Ilpumenenue KaCTOMHBIX MOJIUTHK: CO3JlaHHUEC (aiina B
/etc/dbus-1/session.d/, nepe3amyck ceccuu, Bepupukanys orpaHuYeHU.

8. MonutopuHr coopiThii: dbus-monitor --session.

Metoasl 00pabOTKM JaHHBIX — KauyeCTBEHHBIM aHAJIM3 BBIBOJIA KOMaH],
MHTEPOPETALNS TOJIUTUK JOCTYIa, CPABHEHHUE TTOBEICHUS J10 U MOCIIE TPUMEHEHUS

OTPaHUYCHHUM.
Pe3yabTaThl uccjiea0BaHUA

B OC Ansr GNOME m0JIHOCTHIO 3aBHUCHT OT CECCHOHHOW mIMHBI D-Bus.

[TpakTryeckue mpuMepsl yIpaBIICHUS:
1. IIpocmoTp CEpBUCOB:

busctl --user tree
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0630p TepmMuHan Bc, 21 gekabpa 15 : 25

- NS user@host-15: fhome/user

[user@host-15 ~15 echo SDBUS_SESSION_BUS_ADDRESS
unix:path=/run/fuser/500/bus

[user@host-15 ~]5 busctl --user tree

Service org.freedesktop.DBus:
L/org/freedesktop/DBus

Sfrv‘uce org.freedesktop.Notifications:
forg
L/orq/freedesktop
L/org/freedesktop/Notifications

Service org.freedesktop.portal.Desktop:
/org
Ljorg/freedesktop
L /org/freedesktop/portal
LJorg/freedesktop/portal /desktop

Service org.freedesktop.background.Monitor:
LJorg
L/org/freedesktop
L/org/freedesktop/background
Ljorg/freedesktop/background/monitor

Service org.gnome.Mutter.DisplayConfig:

Pucynok 1 — IIpocmoTp cepBucoB

BoiBom  Bkmouwaer — org.gnome.Shell  (ympaBineHwe ~— 000510YKOif),
org.gnome.SettingsDaemon (HacCTpoOMKM), org.gnome.Mutter (OKOHHBIH

MeHekep), org.freedesktop.portal. Desktop (moprasnsr st sandbox).

2. W3MmeHeHue HACTPOEK:

gsettings set org.gnome.desktop.interface gtk-theme 'Adwaita-dark’
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0630p TepMuHan Bc, 21 gekabpsa 15 : 40 en Ow G

- BiE root@host-15: /root Q|

w ~ X
|

[root@host-15 ~]# gsettings set org.gnome.desktop.interface gtk-theme 'Adwaita-dark’

[root@host-15 ~]# gsettings get org.gnome.desktop.interface gtk-theme
'Adwaita-dark'

[rootghost-15 ~]# |

Pucynok 2 — 3MeHeHrne HaCTpOeK

[Ipumensier TéMHYI0 Temy; SKBUBaJeHT depe3 gdbus uisi CBOMCTB; Takke

BKiroueHue night-light: gsettings set org.gnome.settings-daemon.plugins.color

night-light-enabled true.

3. MOHUTOpUHT:

dbus-monitor --session interface='org.gnome.SettingsDaemon'
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0630p TepMuHan Bc, 21 gekabpa 15 : 44 en Ow 3

- B root@host-15: /root 'CEI | S || &) (x
._' == |
root@host-15: Jroot b4 root@host-15: froot ¥ -
[root@host-15 ~]# gsettings set org.gnome.desktop.interface gtk-theme 'Adwaita-dark' -

[root@host-15 ~]# gsettings get org.gnome.desktop.interface gtk-theme
'Adwaita-dark’
[root@host-15 ~]# dbus-monitor --session interface='org.gnome.SettingsDaemon’
signal time=1766320888.631115 sender=org.freedesktop.DBus -> destination=:1.3 serial=2 path=/org/f
reedesktop/DBus; interface=org.freedesktop.DBus; member=NameAcquired
string ":1.3"7
signal time=1766320888.631134 sender=org.freedesktop.DBus -> destination=:1.3 serial=4 path=/org/f
reedesktop/DBus; interface=org.freedesktop.DBus; member=Namelost
string ":1.37

Pucynok 3 - MoHuTpuHT

[To3BossieT HabOMOAaTh CUTHAJBI U3MEHEHHH (TPOMKOCTh, MUTaHuUE); busctl

--user monitor Jyisi KOHKPETHBIX CEPBUCOB.
Bormpocsl 6e3onacHocTH:

CranpaptHas KoH(pUrypamms CECCUOHHOM LIUHBI (daiin

/usr/share/dbus-1/session.conf) comep uT permissive-moaIuTHKU:

— <allow own=""/>— 11000¥ TIpOIIECC MOXKET BIAJETh UMECHEM.

— <allow send_destination=""/> — cB00OO1Has1 OTIIPaBKa COOOIIECHHIA.
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f B
- | |'_ | root@host-15: froot iql | = | ©@ &

root@host-15: /root b4 root@host-15: /root M e
-

<!-- On Unix systems, the most secure authenticatiom mechanism is
EXTERNAL, which uses credential-passing over Unix sockets.

This authentication mechanism is not available onm Windows,

is not suitable for use with the tcp: or nonce-tcp: transports,

and will not work on obscure flavours of Unix that do not have

a supported credentials-passing mechanism. On those platforms/transports,
comment out the <auth> element to allow fallback to DBUS_COOKIE SHA1. --=
<auth>EXTERNAL</auth>

<standard_session_servicedirs />

<policy context="default">
<!-- Allow everything to be sent --=
<allow send _destination="*" eavesdrop="true"/=
<!-- Allow everything to be received -->
<allow eavesdrop="true"/>
<!l-- Allow anyone to own anything -->
<allow own="*"/>

</policy=

<!-- Include legacy configuration location -->
<include ignore_missing="yes">fetc/dbus-1/session.conf</include>

<!-- Config files are placed here that among other things,
further restrict the abowve policy for specific services. -->
<includedir>session.d</includedir=

Pucynok 4 — CrangapTHas KOH(GUTrypauus CECCUOHHOM IIUHbI

210 CO31aCT PUCKU:

HecankimonnpoBanHoe ymnpaBiieHHe: B MHOTomnosib30BaTeNbCKON CUCTEME
(Heckosibko moJib3oBarenield Ha ogHoM [1K) mpouecc ogHOro mosib3oBaTess
MOXET OTHpaBiATh cooOueHuss cepsucaMm GNOME napyroro, u3MeHss
HACTPOMKHU WJIN UHBEKTUPYS COOBITHSI.

— Spoofing curHanoB: BpenoHoCHOe MNPUIOKEHHE MOXKET HMYJIUPOBATH

curHaisl oT trusted-cepBucos (u3BectHo o CVE B GLib/GDBus).

— DoS: Ucuepnanue file descriptors uiau coeTMHEHUIA.

— VYreuku uHpopmanuu: B Hexotopsix pacmmpenusix GNOME (nampumep,

remote desktop) BO3MOXHBI yTEUKH Yepe3 HEaBTOPU30BaHHBIC NHTEP(EHCHI.
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B OC Anbr pucku ananormynbl cranaaptHomy GNOME, Ho ycunuBarotTcs
uHTerpanuen ¢ Alterator Ha D-Bus: HecaHKIIMOHUPOBAHHBINA JOCTYI K MOJYJISIM

aIMUHUCTPUPOBAHUS BOZMOXEH B CECCHM.
Pexomenmanuu mo 3aiiure:

Co3znats daiin /etc/dbus-1/session.d/gnome-restrict.conf, ¢ coaepKUMBIM:

F N
=| l!_ root@host-15: froot | Ql | = v)[a) (%
root@host-15: froot b= 4 root@host-15: froot b4 root@host-15: froot X | >

[root@host-15 ~]# touch Jetc/dbus-1/session.d/gnome-restrict.conf -

[root@host-15 ~]# vim fetc/dbus-1/session.d/gnome-restrict.conf
[root@host-15 ~]#

Pucynok 5 — Co3nanue (aiisia moJIuTuk 0€30MacHOCTH

[ | |l_| root@host-15: /root Qllil ) () (x

root@host-15: /root b4 root@host-15: /root % root@host-15: /root Xl v

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-BUS Bus Configuration 1.0 /EN" -
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd"> M
<busconfig=
<policy context="default"s
<deny own="*"[>
<deny send_destination="#"/>
<allow own="org.gnome.*" />
<allow send_destination="org.gnome.*"[>
<allow user="S{USER}"/>
</policy=>
</busconfig=}]
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Pucynox 6 — Cogepsxkumoe ¢haiina moJuTHK 0€301acHOCTH
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[Tocne mnepesanycka GNOME orpanuueHus NpPUMEHSIOTCS, OJIOKUPYS

BHEIIIHHI JOCTYII IIPU COXPaHEHUU (HYHKIIMOHATIBLHOCTH.
0030p pyHKUMOHAA YIIPABJICHUS

B GNOME D-Bus ucnonb3yertcst st 5KCIO3ULIMHA UHTEP(DENCOB pa3IunyHbIX

KOMIOHEHTOB. OCHOBHBIC BKJIIOYAIOT:

— org.gnome.SessionManager: YmnpapieHue ceccueil, Bkirodas logout,
shutdown u inhibit (6;10KupOBKY) screensaver.

— org.gnome.SettingsDaemon: HacTpoliku, Takue Kak KJaBHaTypa,
MBIIIIb, YHEPTOMOTPEOICHUE W TEMBI.

— org.gnome.Mutter: YnpasneHnue okHamu (window manager), BKJIro4ast
(bOoKyC U FeOMETPHUIO.

— org.freedesktop.Notifications: YBemomienus.

— org.freedesktop.UPower: YpaBiieHre nmuTaHueM.

B Alt Linux 3TM KOMIIOHEHTHl JOCTYIHBI YE€pe3 CHCTEMHBIA WU
CECCHOHHBIN bus, HHTErpupOBaHHbBIE B MAKETHl gnome-session U gnome-settings-

daemon [1].

Jlisi moucka KOMIIOHEHTOB HCHOJB3YWTE€ WHCTPYMEHTHI introspection.

Komanna:

gdbus introspect --session --dest org.gnome.SessionManager --object-

path /org/gnome/SessionManager

NEepeUrcisieT MEeTO/Ibl U CBOMCTBA nHTepdeiica [4]. UToObI MOIYYUTH CIIMCOK

BCCX CCPBUCOB!

gdbus call --session --dest org.freedesktop.DBus  --object-path
/org/freedesktop/DBus --method org.freedesktop. DBus.ListNames.
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I'paduueckuit uncrpyment D-Feet mo3Bosisier BU3yallbHO MPOCMATPUBAThH

muHbL U uHTEpdeiicel. B Alt Linux 3Tu MHCTpYMEHTHI JOCTYNHBI B makere gdbus

(u3 glib2) u d-feet.
Jliist mpocMoTpa cooOUIEHUI UCTIONIb3YUTE
dbus-monitor --session WIH --system,

KOTOpBIN OoTOOpakaeT Tpaduk B peambHOM BpeMeHu [3]. UToObI BBI3BaTh

METO/;

dbus-send --session --dest=org.gnome.SessionManager --type=method call
--print-reply  /org/gnome/SessionManager  org.gnome.SessionManager.Logout

uint32:1.

JIns 6onee yno6Horo BbizoBa npumensiTe gdbus call. B GNOME daiinbt

uHTepdeiicoB xpansarca B /usr/share/dbus-1/interfaces/ [2].

[IpaBa onpenensitoTcst yepe3 koHpurypauuonusie daitnsl D-Bus (/etc/dbus-
1/*.conf) m wunHTerpammto ¢ Polkit. Polkit mpoBepser aBTopuzammio IS
NPUBUIIETUPOBAHHBIX JeMcTBUM, Takux Kak shutdown. ®aitnbl momutuk Polkit
HaxoasaTcss B /ust/share/polkit-1/actions/, Hampumep, org.gnome.settings-

daemon.plugins.power.policy. UToObI MpOBEpPUTH: UCIIOJIB3yHTE
pkcheck --action-id org.freedesktop.upower.hibernate --process $3.

B Alt Linux Polkit unterpupoBan ¢ D-Bus mist GNOME, obecnieunBasi, 4To
HEaBTOPU30BAaHHbBIE BBI3OBBI OTKIIOHAIOTCA [6]. s conabokcoB (Flatpak) mpasa
Ha D-Bus 3amarorcs B MaHmdecTe, OrpaHuuuMBas JOCTYH K OIpPEIeICHHBIM

unrepdeiicam [8].
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3akjoueHue

UccnenoBanne noarsepawio 3¢dextuBHocts D-Bus ans  ynpaieHus
GNOME B OC AnbT, HO BBISIBWIO 3HAYUTEJbHBIE PHUCKA OE€30MACHOCTH B

CTaHAAPTHON KOH(MUTYpAIUU CECCUOHHOM IITUHBI.

['unote3sl MOATBEPKIIEHBI: yMpaBlieHHEe BO3MOXKHO U ynoOHo, HO default-
MOJIUTUKHU CJa0bl; KAacTOMHBIE (halabl MOJUTUK S(PPEKTUBHO MHUHUMHUZUPYIOT

PHUCKH.

D-Bus mno3Bonsier 3ddextuBHo ympaBiaite GNOME B OC  Aubr,
MPEIOCTaBIsAsE MHCTPYMEHTHI JUIsl aBTOMAaTH3allMK 3a/lad, TaKMX KaK HW3MEHEHUE
HACTPOCK, YMpaBIICHUE CECCHUEH M YBEIOMJICHUSMU. MOXKHO BBI3BIBATH METOJIBI
JUTsI TIOBCEJTHEBHBIX OIEpaIuii, HarmpuMep, OJIOKHMPOBKH DKpaHA WU U3MEHEHUS
spKocTH, 0e3 root-mpas, eciu Polkit pa3pemaer (11 aKTUBHOTO TMOJI30BATEIS).
OnHako HENb3s BBINONHATH NPUBWICTHPOBAHHBIE JIEUCTBHS  (HAmpuUMep,
cuctemubiii shutdown) 6e3 ayrenTudukanmu, dYToOB H30EXKATH ICKATAIUU
npuBWiIeTuid. PaboTa CTpOWTCS HA MOJENIM IIWHBI: TPUIIOKCHHUS PETHCTPUPYIOT
CEpPBUCHI, SKCIOHUPYIOT HUHTepdeiickl, u obmarTca uepe3 dbus-daemon c¢

MIPOBEPKOM MOJUTHK.

C Ttouku 3peHus 6e3onacHoctu, D-Bus paboTaeT HafeKHO MPU MPABUILHON
HACTpOMKe, HO YsA3BMUM K aTakaMm, TaKUM KakK [OJAMEHa COOOUIEHUH WM
SKCIUTyaTalllsl HE3allMIICHHBIX HHTepdeiicoB (Hampumep, B AccountsService).
Pexomennyercss MCHoJib30BaTh CAIHIOOKCHI, MOHUTOPUTH TpaduK U OOHOBIATH
MaKEThI 1JI1 YCTPAHEeHUS U3BECTHBIX ys3BuMocTel [7]. B Alt Linux unTerpanus D-
Bus ¢ GNOME ycunmuBaer 06€30MacHOCTh Ye€pe3 POCCHIICKHE CTaHIAPThI
(HanmpuMep, MaHaaTHBI KOHTPOJIb JOCTyHa), HO TpeOyeT OCTOPOKHOCTU B

KOPIIOPAaTUBHBIX CpEIax.
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Pexomenayercsi o0s13aTebHass HACTPOWKA OTPAaHUYCHUN B KOPIIOPATHBHBIX
¥ MHOTromoib30Bareinbckux deployment. JlampHelme wcclieJOBaHMS: aHAIHU3
CHUCTEMHON IIHMHBI B CEPBEPHBIX penaknusx AnbT, uHTerpamms c Polkit u

SELinux/AppArmor Jyisi yCUJICHUS 3allUTHI.
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